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1. VNC

O0O000O0Ovncserverd OO OOOO0OOOvneviewero OO OO0
O000000O0tigervne,0 00O O 0O realvnc[

tigervncOO OO OOvncOOOODOOOlnuxOOODOODOODOOOODOOrealvncOOOOvncODO OO
goooooood

tigervncO OO OOrealvnc0 OO0 O0DODOOOOODODO
TigerVWNCOOOOOODOODOQJREALVNCO DO OO OOOO

goooooood
https://www.mail-archive.com/tigervnc-devel@lists.sourceforge.net/msg00252.html

https://github.com/TigerVNC/tigervnc/issues/419

1.1 VNCO O vncserver(] [

0000000000000 000vncserverD 00O
vncserver -geometry 1900x980 :1

AMportD 0 D0 ODODOOOOODODOOOOODODOOODOODODOOODODODOODODO
000000obobooonooddportd

-geometry 1900x9800 0 0 00O 0OO0O

gbobodgobbOvneserverd 0O DOOoonooooooooooDOoOond

1200000

1.2.1 CentOS 6

vhcserverD D ooosod0noogdobouooooooooooonon

root@ayls-s3 init.d|# vi /etc/sysconfig/iptables

# Firewall configuration written by system-config-firewall

# Manual customization of this file is not recommended.
filter

: INPUT ACCEPT [0:0

: FORWARD ACCEPT [0:0

:OUTPUT ACCEPT [0:0

-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -i lo -j ACCEPT


https://www.mail-archive.com/tigervnc-devel@lists.sourceforge.net/msg00252.html
https://github.com/TigerVNC/tigervnc/issues/419
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-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT
-A INPUT -m state --state NEW -m tcp -p tcp --dport 5900 -j ACCEPT
-A INPUT -j REJECT --reject-with icmp-host-prohibited

COMMIT

root@ayls-s3 init.d]# /etc/init.d/iptables restart

2. REALVNC

OO0O0QrealvncOd CentOSO O OO OOOOOCentOS7T00000000O000000O0O0O00O

2.1 REALVNC serverd J O O

realvnc O O tigervncO O O JrealvncO O server mode, user mode, vitual mode[]

mode og
servermodel U 00 000000000O0O0O0O0O0OO0O0O0OOOO teamviewDO DOOQOQOQQ
usermode ([J000O0O0OOOOOO

ODO0O0O0O0OvncserverD OO OO0ODOOO0O0ODOOOOvneserver: 100000000000
oaono

virtual mode

e vncserver-virtuald O O virtualO O
e vncserver-x1l1l-serviced O O serverd O

CentOSe O O

#0000

etc/init.d/vncserver-x1ll-serviced start
etc/init.d/vncserver-virtuald start
#0000

chkconfig  vncserver-xll-serviced on
chkconfig vncserver-virtuald on

CentOS7000O

#OOOO
systemctl enable vncserver-virtuald.service
#0000
systemctl start vncserver-virtuald.service
#0000

systemctl status vncserver-virtuald.service

2.2 REALVNC CONFIG

VNC configuration files

Parameters can be specified as command line OPTIONS, but preferably in VNC configuration files. VNC
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configuration files are available for:

e All programs, or just VNC Server
e All users of the computer, or just the user starting VNC Server
e Policy, in order to lock down VNC Server

When VNC Server starts, parameters are applied in the following order:

1. System-wide VNC configuration files
2. Per-user VNC configuration files
3. Command line OPTIONS
4. Policy VNC configuration files

ggd

Ll

system-wide VNC Server configuration file (for example /etc/vnc/config.d/common.custom)
Per-user vnc configfile0 OO0 OO0 ~/vnc/OO DO ODOOO
command line options, 00 O OvncO OO OO OO OO vncserverd O
policy files to the /etc/vnc/policy.d directory

This means that a particular parameter specified at the command line overrides the same parameter
specified in a per-user or in a system-wide VNC configuration file, but is itself overridden by the same

parameter specified in a policy VNC configuration file. Policy cannot be changed by users.

Note there is a disadvantage to specifying parameters at the command line: parameters cannot be
reloaded while VNC Server is running. VNC configuration files can be reloaded, however, which means
that VNC Server can be reconfigured without downtime.

For a full list of available VNC configuration files, visit Configuring VNC Connect Using Parameters

https://help.realvnc.com/hc/en-us/articles/360002250797-Remotely-Configuring-and-Locking-Down-VN
C-Connect-Using-Policy

Process

Policy template file

Contains parameters for...

Notes

core

Xvnc

Connectivity, security, locale,
performance, logging, and more.

User interface

vncserverui-virtual

Locale, file transfer, and chat.

Daemon

vncserver-virtuald

Connectivity, security, logging.

Performance

controlled per-user by

Xvnc.

2.3 realvncO 000000

O 0O 0O 0O O https://mlog.club/article/4538833

vncvirtualmodeO D OO 0O0ODO1024x 768,00 00000000 DOOOO0OOOOO

0000 /etc/vnc/config.custom0 OO OO OO0

-geometry 1366x768

That requires passing a geometry parameter on the commandline, of course. RealVNC also supports
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configuration of the VNC service through various configuration files. However, confusingly, config for
“Xvnc” (the underlying RealVNC server used on UNIX systems that communicates with X, and which
needs to take the geometry config parameter) has to go in a different location from the “normal”
RealVNC config files; either /etc/vnc/config.custom for server-wide settings, or

~/ .vnc/config for user-specific settings. These are wholly separate from the other RealVNC config
files and finding this out was pretty tough. As | said, the docs on this are terrible. So, in order to not
have to specify resolution at the commandline, create the file /etc/vnc/config.custom and give
it the following contents:

-geometry 1280x1024

2.4 centos70 00 [

NOTICE: common configuration etc/pam.d contains the following modules:
pam_faildelay.so
pam_fprintd.so

The default vncserver PAM configuration only enables pam unix. See

'man vncinitconfig' details on any manual configuration required.
Looking font path... not found.
Installed systemd unit VNC Server Service Mode daemon

Start or stop the service with:
systemctl (start|stop) vncserver-xll-serviced.service
Mark or unmark the service to be started at boot with:
systemctl (enable|disable) vncserver-xll-serviced.service

Installed systemd unit VNC Server Virtual Mode daemon
Start or stop the service with:
systemctl (start|stop) vncserver-virtuald.service
Mark or unmark the service to be started at boot with:
systemctl (enable|disable) vncserver-virtuald.service

Installed firewalld service configuration. To enable access to VNC services
from the public zone, use the following commands:
For VNC Server Service Mode:

firewall-cmd --zone=public --permanent --add-service=vncserver-x11-
serviced
For VNC Server Virtual Mode daemon:

firewall-cmd --zone=public --permanent --add-service=vncserver-virtuald

2.5 REALVNC 0 [

000000 [QVNC-Server-6.2.0-Linux-x64.rpm[]

RealVNCO O O http://pan.baidu.com/s/1slI0Wzql, D 0 0 000 O0O00OCOO0O0OO0O

goodgood
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/usr/bin/vnclicense -add VKUPN-MTHHC-UDHGS-UWD76-6N36A
69NCN-JRLBC-QD28Y-5KLY2-UEEGA
6GQQQ-HXLBS-U2H8Q-B6UB7 -R7R6A
8XWCU-ZRJIBF-U7BXZ-G5EAE-ZPQ2A
6X0QQ-WXL4Q-NN4KX-NUTC6 - 8ZK6A
PGUFQ-HTZBB-WNHU7 - YHDQC-A7R6A

3. tigervnc On CentOS 6

3.1 tigervnc serverD 0 O OO0

000 0OtigervncJO OyumO OO0, yum install -y tigervnc*
11000000

chkconfig vncserver on

3120000

service vncserver restart

313000

O 0O O O vi /etc/sysconfig/vncservers
goooooo

VNCSERVERS="1:userl"
VNCSERVERARGS[1]="-geometry 800x600"

gobogooo

VNCSERVERS="1:userl 2:user2 3:user3"
VNCSERVERARGS[1]="-geometry 800x600"
VNCSERVERARGS[2]="-geometry 800x600"
VNCSERVERARGS[3]="-geometry 800x600"

good

OO0000Q1:userlO d590102:user20 05902(VNCO D D OOOOOs’000000000
0 590+usernumber)j0 O

VNCSERVERS="usernumber:myusername"

#0 000000000000 0000" 1" OO QgQgoosoox GOODDDDD-noIistentchDDtcp
O0-localhostD D OO OO OOQ
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VNCSERVERARGS[1]="-geometry 800x600 -nolisten tcp -localhost"
OO0O00O0OhttpOODOOOODOOOO
VNCSERVERARGS[1]="-geometry 800x600 -nolisten tcp -nohttpd -localhost"

0000000000000 000D0000000OvnecserverdOOOOOOvncviewerdOooOO

4. tigervnc on CentOS7
https://www.digitalocean.com/community/tutorials/how-to-install-and-configure-vnc-remote-access-for
-the-gnome-desktop-on-centos-7

O OtigervncO centos70 0000000

4.1 tigervnc[l centos70] [0 [

1. J00D0D00O0vnQUDOOOOOODOdrealvncDOOOOOODODOO
2. O Otigervnc, yum install -y tigervnc*

4200

cp /usr/lib/systemd/system/vncserver@.service

usr/lib/systemd/system/vncserver@:1l.service
#00vncserver@:1.serviceDD0O0O0OOO<USER>0 00000 inuxOOODOOOO
00 zhangsan

cp /usr/lib/systemd/system/vncserver@.service
usr/lib/systemd/system/vncserver@:2.service

#00vncserver@:2.serviceD D000OO0OO<USER>0 00000 LinuxOOODODOODO lisi

#loooooo, oo o o

#00O0O0O start|stop|restart

systemctl start vncserver@:1l.service
systemctl start vncserver@:2.service
systemctl start vncserver@:3.service
#...

#000000,000Active: active (running) O00OO0OOOOODOO

systemctl status vncserver@:1l.service
systemctl status vncserver@:2.service
systemctl status vncserver@:3.service

# ...


https://www.digitalocean.com/community/tutorials/how-to-install-and-configure-vnc-remote-access-for-the-gnome-desktop-on-centos-7
https://www.digitalocean.com/community/tutorials/how-to-install-and-configure-vnc-remote-access-for-the-gnome-desktop-on-centos-7
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#000000O, enable|disable

systemctl enable vncserver@:1.service
systemctl enable vncserver@:2.service
systemctl enable vncserver@:3.service
#...

i 1] U O O O S
000000000 O0homed O0OOOO~/.vnc/configh OO

root@localhost ~|# cat .vnc/config
## Supported server options to pass to vncserver upon invocation can be
listed
## 1in this file. See the following manpages for more: vncserver(1l) Xvnc(1).
## Several common ones are shown below. Uncomment and modify to your liking.
##
# securitytypes=vncauth, tlsvnc
# desktop=sandbox
geometry=1920x1080
# localhost
# alwaysshared

HHHHHHRE O geometry DO 0O O0O0O0OOO0OOOOOODOOOO

#0Oreboot0 00000 OOOODOOVNC viewerDODOOODOOODOODOOOGUIODOODOOO
godddddvncserverl 00O

430 0 debug

If you kill your vncserver or unexpected dead, Please read /var/log/messages and you can find .X
started files with errors like below. At first, please verify Xvnc process not running.

Dec 15 14:11:11 www runuser: Warning: www.example.com:4 is taken because of
/tmp/.X4-lock

Dec 15 14:12:52 www runuser: Warning: www.example.com:4 is taken because of
/tmp/.X11-unix/X4

then you remove

# rm -f /tmp/.X4-lock
# rm -f /tmp/.X11l-unix/X4

and restart your vncserver.
# systemctl restart vncserver@:4.sevice

#1:00000bobd0oobbuooobboooonoo
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rm -f /tmp/.X11-unix/X1 # O O @:1.service rm -f /tmp/.X11-unix/X2 # O O @:2.service rm -f /tmp/.X11-
unix/X3 # 00 @:3.service# 0000

0000000000000 .X4-lockD X4DODODOOO

s.ungun

e https://www.nomachine.com/nomachine-enterprise-features
0000000 https://www.eda365.com/portal.php?mod=view&aid=69418

000000000000 DO0OXmanager/Exceed/VNC/FreeNXJO OO DO OO OO0
00 Xenapp/NX/EoD/Go-GlobalD 0 0 000000 DOOO0O0OODOOO0ODOOOODOOOOOOO

Xmangerd Exceed]0 OO0 OXO OO OwindowsO O OO OXServerJ0 OO ODO0OOOO0OO0OOOOOO
gooooooooooooooooooooooooooooobobobooooboonoononooogd
O00O0O000jobOOO

VNCOOODOODOODODOODODoopDooooooooooooooooooooooooooooo
O0000000vncODOOODOODOOOOCopy&Pasted 00D OOO0ODOOOOQOVNCODOODOODO
000000 oobOooOgwWANDODDODOO

FreeNXO O O No-MachineO OO OO lbraryD DO 000000000 DOO0O0ODODODOOOODODO
O0000X2GoJFreeNXOD OSSHO OO OOODOODODOOOOODOOVNCOOODOODOOODOSSH
gdggoooooooooon

VNC Enterprise]0 00 0000000000000 OD0OO0ODO0O0ODOODOOOOvncOOODOODODOO
0000000000000 000policyDODOO0DDODODDOODODOOOODDOODOODODOOOO

XenappUO citrixO O ICAO DO ODOOODODOOODOODOUnixO 020080 00O 0O 00O Unix 4.0 FP20
O0CitrixO DO OO OO0 OwindowsJO OO OO O0Oxendesktop linuxOD OO ODODO0OOO0ODOOOOO
0000000BroadcomO O O solaris 10+ citrix forunix fp20 0000000000000 OO0OO
gooogd

NomachineO OO OONXOODOODODODOODODODOODODOODODODOOODODOOODODOOOO0OO
OO000oO0DoOoSsHOOOOoOOoOooooOooooobooooooooboo

EoDO OO O Exceed OnDemandjO0 00000000000 ODOOODOOOOOOODOIBMODECDO O
O0OQeocDO 00O OO 0O Copy&Paste]d O gatewayD D 00D D0 OD0OO00O0OOEDODOOODOODOOEOD
O000O0OgatewayOD OO OQEoDOOOshare 00000000000 DOOOOODODODOdebugd O
O0000DOO0O00O00OOC0DbO0ODEDDDODOODOODODO

Go-GlobalD D OO DOOOOOOOOforwindowsO forunixD O OO OOOVNCOOOOODOOOOOOO
0000000000000 000Doo0O0dwindowsDOOOOOOOOOOOOOODOOOOOOO
good
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Splashtop VitalSuite LogMeln

ITQlick rating e

3.6/5 4.1/5

mQlick score @ 62/100 57/100

Pricing score L 3.2/10 3.2/10
License pricing e $3.39 per month $79 per user/month

Functionality score 4 5

VNC review NoMachine review

Software review

Compare MoMachine Vs VNC

3.7/5 3.4/5 3215
90/100 87/100 87/100
5/10 5.8/10 4.2/10

$5 per month Pricing not available $349.99 per user/year

Splashtop review VitalSuite review LogMeln review

Splashtop Vs VNC VitalSuite Vs VNC LogMeln Vs VNC


http://vmcc.vicp.net:9090/wiki/lib/exe/detail.php?id=linux%3Avnc&media=linux:pasted:20210622-174327.png
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